
    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Information Rights Division 
E-Newsletter 03/18  

Welcome to the third newsletter issued by the Information Rights Division (IRD) this year. Our newsletters aim to provide you 

with news, updates, developments and additions to our website in relation to data protection matters and our work as the statutory 

body responsible for the enforcement of current data protection laws.  

 

The IRD has recently released the results of the 2017/18 privacy awareness survey 

in schools. The Commissioner’s school survey is part of his Control Your Privacy 

Campaign and is carried out with the co-operation of the Department of Education. 

The survey included Year 7 students from all middle schools and the Loreto Convent.   

 

 

 

 
 

Awareness Events & Community Engagement  

Also surveyed were Year 8 students from Prior Park School, Year 9 students from Bayside School and Prior Park School, Year 11 students from 

Bayside School and Westside School, and students aged 17 and over from the Gibraltar College.  

 

IN LOCAL SCHOOLS 

The survey comprised of 841 students, consisting of 481 boys and 360 girls, with most being between the ages of 11 and 

18, and a minority being over 18. The purpose of the survey was to obtain an understanding of the extent of use of Social 

Networking Sites (“SNS”) amongst local students between the ages of 11 and 18. Additionally, the survey also served to 

learn about the habits of these students with regards to SNS, in particular, which SNS are being used, the reasons and 

frequency of use, and the extent to which available privacy controls are being used. Finally, the survey also enabled the 

Commissioner to establish the extent to which the students using mobile devices, use available security features such as a 

password or PIN. 

 

KEY FINDINGS 

Virtually all students use SNS 

including 92% of Year 7 students. 

 

There has been a marginal 

improvement in the use of privacy 

controls by the students with Year 11 

students using privacy controls the 

most. However, a third still do not 

use controls regularly. 

 

Risks to privacy arise from the 

unauthorised disclosure and 

interception of photographs.     

1) the use of SNS to post images/comments has been decreasing amongst the 

younger students; 2) the use of privacy controls by the students, although 

marginal, has increased; and, 3) the use of security features on mobile devices 

such as a PIN to protect access to the device has increased. 

 

SNS is used mostly 

for private 

messaging and its 

use grows as 

students get older 
Will at times 

reveal information 

about others 

without consent 

Of  

Year 11 

students use   

access controls         

(i. e, passwords) on      

their mobile phones.  

The School Survey Report 2018 can be downloaded from our website: https://www.gra.gi/data-protection/privacy-

awareness/school-campaign 

http://www.gra.gi/


Competency framework  

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

The GRA has developed educational resources, which teachers can use to educate students on privacy and data protection. Two packs have 
been developed – one for middle schools and one for secondary schools, however teachers may adapt and use the resources in each pack across 
different ages should they consider it appropriate and/or useful.  
 

The lesson plans integrate into Gibraltar’s ‘privacy awareness regime’, an International Framework which was developed by an international 
working group on digital education that the GRA forms part of. The framework was adopted globally by the International Conference of Data 
Protection and Privacy Commissioners.  
 

For more information, visit our website: https://www.gra.gi/data-protection/privacy-awareness/educational-resources 

 

Data protection guidance & assistance 
 

The production of guidance is an area that has been given greater priority by the Commissioner to assist organisations in their efforts to comply 

with the General Data Protection Regulation (GDPR). The IRD has already issued seven guidance notes relating to the GDPR, with two being 

issued in this quarter of 2018.  

 
“Identifying the lawful basis” 

To collect and use personal data legitimately under the GDPR and the Data 

Protection Act 2004 (DPA), organisations need to have a 'lawful basis' that 

they can rely on to process personal data legitimately, depending on the 

“category” of personal data. This Guidance Note provides general guidance 

on the lawful bases that are available for organisations to rely on, in a 

practical and concise manner. 
 

“Guidance for SMEs” 

In addition to providing general guidance on how to help organisations 

become GDPR-compliant, this Guidance Note includes a ‘Personal Data 

Inventory Tool’, a ‘Readiness Checklist’, and a ‘Data Protection Policy 

Guide’ designed to assist, particularly the small and medium sized 

enterprise (“SME”), who may not have access to extensive planning and 

legal resources. 

 

 
All Guidance Notes are uploaded on our website under “GDPR Guidance” – click here.  

The IRD makes use of social media platforms to disseminate guidance and engage with the public. In addition to ad hoc guidance and social 

media messages based on “current news”, the Division has developed specific social media campaigns on topical matters that run for several 

weeks. The most recent campaigns focused on “Data Breach Notifications” which encompassed a series of 10 infographics providing general 

guidance on how to identify and when to notify a personal data breach to the Supervisory Authority. All social media posts can be found on our 

website: https://www.gra.gi/data-protection/privacy-awareness/social-media-campaigns  
 

Data Protection Officers 

of 

To notify the Commissioner of your appointed DPO, please COMPLETE and SUBMIT the ONLINE FORM on: 

https://www.gra.gi/data-protection/dpos 
 

As per section 138 of the amended DPA, the Commissioner has established a public Register of Data Protection 

Officers (“DPO”). This requirement falls in line with the requirement under the GDPR for data controllers to 

appoint a DPO and provide the contact details to the national supervisory authority.  

 

 Do you need to 
appoint a DPO? 

For further information on the role of a DPO, please download our guidance note from the website using the following link:  
 https://www.gra.gi/data-protection/documents/guidance 
 

https://globalprivacyassembly.org/wp-content/uploads/2015/02/International-Competency-Framework-for-school-students-on-data-protection-and-privacy.pdf
https://globalprivacyassembly.org/wp-content/uploads/2015/02/Resolution-2016-on-Privacy-education.pdf
https://www.gra.gi/data-protection/documents/guidance
https://www.gra.gi/data-protection/dpos
https://www.gra.gi/data-protection/documents/guidance


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2nd – 5th July 2018 – Privacy Laws Data Protection Conference 
A member of the IRD attended the annual Privacy Laws Data Protection conference in Cambridge. The conference brought together legal experts, 
data protection practitioners, regulators and other stakeholders and touched upon elements of the new data protection law and data protection 
issues in evolving areas such as the blockchain. 
 

The Commissioner received a complaint against Grand Home Care 
(“GHC”) concerning the disclosure of email correspondence 
between the Complainant and a Director of GHC (the “Director”), 
which contained the personal data of the Complainant. 
 

The Complainant addressed her email correspondence directly to 
the Director’s GHC work email address. The Director replied from 
another email address pertaining to another email system which 
was not run by GHC.  
 

The Commissioner undertook an investigation which concluded that 
such disclosure, although accidental and not a reflection of common 
business practice, did not meet the conditions in Article 6(1) of the 
GDPR (section 7(1) of the Data Protection Act 2004, prior to being 
amended by the GDPR) and GHC therefore breached the DPA. 
 

 

Grand Home Care  

The Commissioner was made aware of issues concerning the 
security measures in place on the Gibraltar Health Authority’s (the 
“GHA’s”) website, “www.gha.gi” (the “Website”) particularly when 
completing an online Automated Service Update Form found at 
“www.gha.gi/mygha”. 
 
The Commissioner initiated an investigation and concluded that the 
GHA breached Article 5(1)(f) and Article 32 of the General Data 
Protection Regulation by not ensuring that the abovementioned form 
on the Website was encrypted to protect the transmission of personal 
data over the network.  
 
The GHA took corrective action by implementing a security certificate 
and applying this to the Website.    
 
In view of the above, the Commissioner considered the case closed.   
  
 

Gibraltar Health Authority 

Conferences, workshops & events  
 

The IRD was invited, alongside Isolas LLP, to 

participate in a GDPR workshop organised by Kusuma 

Trust Gibraltar for charities, designed to assist them in 

their journey to become GDPR-compliant. The IRD 

delivered a presentation on the GDPR and led a series 

of interactive exercises, working through scenarios 

related to the charities sector. Approximately 50 

individuals, representing several charities attended the 

workshop, contributing extensively to the thought-

provoking session.   

 

investigations 
An investigation is any process which sees the IRD taking action either as the result of a complaint or as a result of information obtained as part of 
the day to day function of the Division and which raises doubts as to whether the DPA/GDPR is being complied with. In this third quarter of 2018, 
a total of 8 investigations have been closed. The following page provides investigation summaries for a few of the cases that have been closed this 
quarter. 
 

Should you want to submit a complaint  

 
about a possible breach of the DPA/ 
GDPR and wish for the matter to be further investigated by 
the IRD, please forward your concerns and all pertaining 
evidence to the team using privacy@gra.gi. 

 

OR 
Use our complaints form to report a concern that you have been 

unable to resolve with an organisation/individual. If the IRD 

believe the organisation/individual has not complied with its 

obligations, we will use the information to provide you with 

guidance or commence an investigation on the matter to solve 

the problem.  

19th September 2018 – Kusuma Trust GDPR Workshop for charities 
 

mailto:privacy@gra.gi
https://www.gra.gi/data-protection/complaints


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
SHOULD YOU WISH TO UNSUBSCRIBE PLEASE EMAIL: UNSUBSCRIBE@GRA.GI. 

The Commissioner received a complaint against the Housing 
Department (“Housing”) in relation to two Subject Access Requests 
submitted to them on the 26th January 2018 (“SAR 1”) and 1st 
February 2018 (“SAR 2”). 
 

The Commissioner undertook an investigation which concluded that 
Housing breached the DPA by failing to respond to the Complainant, 
in writing, within the required timeframe as established under 
section 14(4) of the DPA, prior to it being amended on the 25th May 
2018.  
 
During the investigation however, Housing provided the information 
requested in both SAR 1 and SAR 2 and the Commissioner 
considered the case closed.  

Housing department  

An online gambling operator notified the Commissioner of an 
incident involving access to user accounts using a list of known 
compromised email addresses.  
 
The Commissioner undertook an investigation which identified a 
data breach had taken place. However, no suspicious activity was 
identified as having taken place on the accounts and/or loss of 
funds. Following the data breach, the operator reviewed their 
organisational and technical security measures to further protect 
personal data from being accidentally or deliberately compromised.  
 
The operator emailed all affected customers following the incident, 
informing them of a cyber breach, advising them to consider 
changing and strengthening their passwords. 
 

Online gambling operator   

The Commissioner received a complaint in relation to a Subject Access Request (“SAR”) that was submitted to European Financial Planning 
Group Limited (“EFPGL”) by a letter dated the 6th December 2017.  
 
The Commissioner initiated an investigation which concluded that EFPGL did not respond to the Complainant’s SAR in accordance with Article 

12 of the GDPR (section 14 of the Data Protection Act 2004, prior to it being amended on the 25th May 2018) and thereby breached the Old 

DPA, because information was not provided within the prescribed timeframe.  

During the investigation, EFPGL provided the complainants with all the remaining personal data that was not initially provided within the 
prescribed timeframe and the Commissioner considered the case closed.   
 

European Financial Planning Group Limited 

Gibraltar's data protection law changed on the 25th May 2018. Amongst other changes, the new law abolished the requirement 
to have a register of the processing operations of personal data carried out by data controllers.  Therefore, organisations no 
longer need to notify the Commissioner of the data processing operations and pay the prescribed fee. 
 
Under the GDPR, the obligation has been removed altogether.  Instead, organisations are expected to meet the principle of 
accountability and keep detailed internal records of their data protection activities.  The change aims to assist organisations by 
reducing administrative and financial costs. 
 
Effectively, this means that from the 25th May 2018, the Register of Data Controllers is no longer accessible, so we are unable 
to check your status, update your details or provide you with any further information in this regard.   
 

Frequently Asked Questions 
How can I check if my organisation is registered as a data controller?  

How can I update my organisation’s details on the Register of Data Controllers?   


